MacOS: nognuceiBaHue mn
HOTapu3lauunsa Npuio>KeHus
UGENE

Onsa Toro, 4Tobbl Npu ckavmBaHum n yctaHoske UGENE Ha MacOS,
onepauMoHHasa cucTeMa He pyrasacb 1 nossosinna yctaHosutb UGENE
npuao>xeHme, Heob6xoaMMo MOANMNCATb N HOTAPM30BaTb MNPUJIOXKEHNE U
rnoctasnsembln DMG-ouck.

MognuceiBaHne npunoxxeHna UGENE

1) Ctpoum npunoxxeHne UGENE. B Teamcity eCTb COOTBETCTBYOLLUNA TacCK:

Release
Build all |~
Qt installer repository update
Windows
Linux |«
Mac x86-64
DMG |+

master #Rsomething.391 Suc

hotfix-38.1 #Rsomething.271 Suc

2) lMepepn TeMm, Kak noanucaTb NpUIOXKeHNe, HeobXxoAMMO NOYUCTUTbL KOf,
T.K. HekoTopble external tools copgep>xaTt multi-arch 6uHapHbie dannsl,
HanpuMep i386 + x86_64. B naHHOW Tacke AJ1 3TOro BbI3blBAa€TCA CKPUNT
codesign_clear-i386.sh
DTOT CKpUNT npoBepseT BCe BMHapHbIe halrsbl U yaanseT BeCb KOA,
KpoMe x86 64
CKpuNT MCnosib3yeT CUCTEMHYIO KOMaHAY

3) MNoanwuceiBaHMe hanioB B AepeBe NPUIoXKeHns
- WNcnonb3yem Apple Developer account: appleid@alteametasoft.com

B 5TOM akKayHTe co3ZaHbl ABe NOAMUCK:
o Developer ID Application: Alteametasoft, S.L. (QBDVMPDVPQ)
o Developer ID Installer: Alteametasoft, S.L. (QBDVMPDVPQ)
Moanuncym [onXHbI ObiTh YCTAaHOBJIEHbI B CUCTEMY KaXXAbIM I03€pOM,
KOTOPbIA XO4YeT MUMEeTb BO3MOXXHOCTb MO4MNUChIbIBAHUSA
- WNcnonb3yem cuctemMHyto KkKomaHay codesign nns noanncbiBaHUs.
Mognuce «Developer ID Application: Alteametasoft, S.L.». CkpunT
codesign.mac.sh nognucobiBaeT AepeBo NPUIOXKEHUs B ciefyouen
rnocsiegoBaTesIbHOCTU (BNMCOK KaTasnoros/danios):
o Contents/Frameworks (Bce ogHOM KOMaHO0M)
o Contents/Plugins/* (Bce hannbl, ntoboro Tnna)
o Contents/Resources/* (Bce cannbl, nroboro Tuna)
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Contents/MacOS/*.dylib

Contents/MacOS/*.a

Contents/MacOS/plugin_checker

Contents/MacOS/ugenem

Contents/MacOS/ugenecl

o Contents/MacOS/ugeneui

4) Co3paeM nopnucaHHbin pkg-dann npunoxeHus C NOMOWbKW CKpuMTa
productbuild.sh. Ckpunt ucnonb3yeT productbuild pna cozpaHus
pkg-¢anna n productsign pna nognucaHua 3Toro ¢awna. Momnuchk
«Developer ID Installer: Alteametasoft, S.L.». PKG-¢ann — 370
YCTaAHOBWMK MPUNOKEHNS .

5) Co3paem dmg-davn (MOHTMpPYEMbIM BUPTYasbHbIN OUCK) A8 XPaHEHus
Samples, pkg-¢ann, readme.txt. KonupyeM mx B NpPOM3BOJIbHbIN
KaTanor M C noMouwbld CUCTEeMHOW KoMaHabl hdutil cospaeM dmg-¢ann
M C nomouwbl ckpunTa codesign.mac.sh nognucbiBaeM 3TO0T ¢ann.

6) Ha aToM nognucbiBaHWe 3aBEeplLEHO
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HoTapusauuns

Monypy4dHasa onepauus.

HoTapusauyunsa - ato nposepka Apple Gate Keeper Hawero npunoxxenHus, pkg-
danna, dmg-ancka Ha cooTBeTCTBME TpeboBaHuAM Apple. NpoBepka bbiBaeT
OBYX BUOOB:

1) bonee TpeboBaTenbHaa NpoBepka Ha pa3MelleHne B Apple Store
2) lpoBepka NpUIoXKeHU NocTaBaseMbIX Yepe3 COOCTBEHHbIN KaHan
pa3paboTymka (Haw cny4dan)

Ana HoTapu3auun Heobxoammo oTocnatb hann B Apple. icnonb3yem ckpunT
notarize.sh, KOTOpLIN B CBOIO 04epeb UCMOJIb3yeT CUCTEMHYIO KOMaHAy
altool:

xcrun altool -notarize-app <options> <pkg-filename>
xcrun altool -notarize-app <options> <dmg-filename>
Pe3ynbTaT BbINOJIHEHNA KOMaHAbl YHUKaNbHbIA UUID.

HoTapu3aumns 3aHMMaeT HEKOTopoe BpeMs (nHorga 6onblue vaca).
Meprognyeckn NpoBepseM pesynbTaT C NoMollbio xcrun altool....

Kak TO/IbKO MOMYyYUIN YCMELHbIN pe3yibTaT HOTapmM3aunum, TO MOXXHO
NPUKPENUTb 3TOT pe3ysibTaT K NPUIoXKeHMo 1 dmg-aucky. icnonb3syem
KOMaHnay:

xcrun stapler staple <ugene-app>

xcrun stapler staple <dmg-filename>



Paboyast nocnenoBaTeNbHOCTb NpoLecca

CTPOMM MPUIOXKEHME, NoJlyHaeM AepeBo (hanioB NPUIOKEHUS
YUCTUM, BMHapHbIE halnbl

nognucelBaeM anbl

co3paeMm pkg-file

oTCblnaeM B Apple onsa HoTapusauum

npuKpenssieM NoAnnCb K NPUIOKEHUIO

cospaem dmg-file

oTcbllaeM B Apple ons HoTapusauuu

npukpenasemMm NoANUCb K AUCKY
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MacOS: signing and
notarizing UGENE app

To ensure that when downloading and installing UGENE on MacOS, the operating
system does not swear and allows you to install the UGENE application, you must
sign and notarize the application and the supplied DMG disk.

Signing the UGENE application

1) Build UGENE. There is a special task in Teamcity:

Release
Build all |+
Qt installer repository update |»
Windows
Linux [+
Mac x86-64 |~
DMG |+

master #Rsomething.391 Suc
hotfix-38.1 #Rsomething.271 Suc

2) Before signing the application, you need to clean the code, because some
external tools contain multi-arch binaries like i386 + x86_64. In this task,
the codesign_clear-i386.sh script is called for this. This script checks all
binaries and removes all code except x86_64

3) Signing files in the application tree
- We use Apple Developer account: appleid@alteametasoft.com
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There are two signatures created in this account:

o Developer ID Application: Alteametasoft, S.L. (QBDVMPDVPQ)

o Developer ID Installer: Alteametasoft, S.L. (QBDVMPDVPQ)
Signatures must be installed in the system by every user who wants to
be able to codesign

- We use system tool codesign for codesigning. Signature «Developer
ID Application: Alteametasoft, S.L.». The codesign.mac.sh script signs
the application tree in the following sequence (listing of directories /
files):

Contents/Frameworks

Contents/Plugins/*

Contents/Resources/*

Contents/MacOS/*.dylib

Contents/MacQOS/*.a

Contents/MacOS/plugin_checker

Contents/MacOS/ugenem

Contents/MacOS/ugenecl

Contents/MacOS/ugeneui

4) Create a signed application pkg file using the productbhuild.sh
script. The script uses productbuild to create a pkg file and
productsign to sign this file. Signature "Developer ID
Installer: Alteametasoft, S.L." PKG file is the installer for
the application.

5) Create a dmg file (mounted virtual disk) for storing Samples,
pkg file, readme.txt. Copy them to an arbitrary directory and
use the hdutil system command to create a dmg file and use the
codesign.mac.sh script to sign this file.

6) This completes the signing
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Notarization

Semi-manual operation.

Notarization is checking the Apple Gate Keeper of our application, pkg file, dmg
disk for compliance with Apple requirements. There are two types of verification:

1) More demanding verification for placement in the Apple Store
2) Checking applications delivered through the developer's own channel (our
case)

For notarization, you need to send the file to Apple. We use the script
notarize.sh, which in turn uses the system command altool:

xcrun altool -notarize-app <options> <pkg-filename>
xcrun altool -notarize-app <options> <dmg-filename>
The result of the command is a unique UUID.

Notarization takes some time (sometimes more than an hour). Check the result
periodically with xcrun altool....



As soon as you have received a successful notarization result, you can attach
this result to the application and dmg-disk. We use the command:

xcrun stapler staple <ugene-app>

xcrun stapler staple <dmg-filename>

Working sequence of the process

build the application, get the application file tree

clean, binaries

sign files

create pkg-file

send to Apple for notarization
attach a signature to the application
create dmg-file

send to Apple for notarization
attach the signature to the disk
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